Optimal Source-Based Filtering of Malicious
                             Traffic
AIM:The Problem of blocking malicious traffic on the internet with source-based filtering.Filtering is done with access control lists(ACL).
Existing System:In internet packets travel in network towards their destination.ISP provider will monitor traffic.In order to reduce the malicious traffic, provider uses the filter to block the traffic.In case of blocking isp provider has to use more no of filters.Already these ACL concept is implemented in routers.As the router has less memory to store these ACL(contains ip and ports numbers) and memory is more expensive in order to store these ACL.
Proposed System:Proposed solution is using of Aggregation(filtering source prefixes instead of individual ip address).These reduces the no of filters.By the considering the real scenario,data from Dshield.org.we will know which source prefixes has to block. And we will study the problems like 
BLOCK-ALL,BLOCK-SOME,TIME-VARYING BLOCK-ALL/SOME,FLOODING,DIST-FLOODING.we design alogorithms for these problems.
Modules:
1.BLOCK-ALL
2.BLOCK-SOME
3.TIME-VARYING BLOCK-ALL/SOME
4.FLOODING
5.DIST-FLOODING
Software Requirements:
Framework: DotNet Framework 3.5
Language: C#.Net
IDE:Visual Studio 2008
Operating System:Windows Xp
Hardware Requirements:
Ram:1Gb
Processor: 1.5Mhz
